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Refrain from using free, open or public Wi-Fi, 
especially for bank-related communication, as you 
never know who is listening.  Should there be no 
other option, obtain a VPN or tether with a mobile 
device. Wireless “hotspots” are available from 
most cellular providers.

Avoid Public Wi-Fi
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Enabling MFA/2FA is critical for users accessing email 
and internet-based applications.  It’s estimated by 
utilizing MFA/2FA prevents 99.9% of data breaches can 
be prevented.  MFA/2FA creates an additional step 
that hackers are unable to overcome in most cases.

MFA/2FA should also be turned on for any VPN access to your 
institution’s network.  This applies for both employees and/or 
vendors.  
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Enable for “Multifactor” or “Two 
Factor” Authentication (MFA/2FA)
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If you host applications centrally, do so virtually or on the 
cloud.  For central locations, allow employees to use a 
VPN to access applications.  Do not install them on the 
actual device unless absolutely necessary.  Make sure 
patches and updates are distributed centrally.  Don’t rely 
on users to install patches or security updates.  Security 
should also be pushed to the host.  

Centralize
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It’s critical that the following policies are reviewed and 
are current when allowing employees to work from 
home:

• Remote Working/Telecommunicating Policy

• Remote Access Policy (Employees and Vendors)

• BYOD Policy (if employees are using their own 
devices)

Make sure all users read and sign acknowledgements 
for all policies and changes before you allow them to 
start/continue working remotely.  Set clear 
expectations with everyone.

Review and Update Policies



Encryption is the process of encoding data in such a way that only authorized parties can access 
such information.  Use VPN access, not Remote Desk Protocol (RDP) which has several 
vulnerabilities and is currently being exploited by hackers.  VPN connections provide good 
encryption, while RDP does not. It is best practice to consider encryption everywhere possible.  

Encrypt mobile devices, including laptops and smartphones with full-disk encryption.  Ensure 
both cloud and local storage is encrypted.  Email should be encrypted … when working in the 
office, on the same network, it’s not as critical to encrypt email messages; however, it’s very 
important when you have remote workers sending emails over the internet.
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Use Encryption



The device(s) users’ access while working remotely 
(laptops, desktops, smartphones, tablets, etc.) need 
to be protected against cyberattacks.  Provide 
workers working remotely with a license or reimburse 
them for reputable endpoint security software.

Endpoint security solutions offering additional layer 
of security on a device:

• Anti-malware

• Email filtering

• Host-based IDS/IPS

• Encryption

• Web filtering

• Host-based firewall

• USB blocking
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Protect User Endpoints
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Using video conferencing can keep people engaged and 
connected. Video conferencing adds a personal and 
human touch to remote meetings

Some solutions available allowing your team and 
individuals to schedule regular check-ins and increase 
communication:

• Microsoft Teams

• Slack

• Zoom/Ring Central

Video Conferencing
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Be hesitant in trusting everything connected to your 
network – internally and at home users.  Not all devices 
need to talk to one another; therefore, networks can be 
segmented.  You can use Access Control List (ACL’s) and 
Virtual LAN’s (VLAN’s) to separate those things that 
don’t necessarily need to talk to one another on your 
network.

It’s recommended that those employees working 
remotely set up different networks for “work-use” vs. 
“home –use”. Remember by letting employees work 
remotely and giving them access to your network results 
in their home network now being a part of your network.

Segment Networks



Monitor your logs – VPN logs (user and vendor), 
email logs. User access and activity logs.

Restrict access to your network and internet-
based applications by device or location.  Blocking 
network or application access from other 
locations (such as foreign countries) or devices, 
prevents hackers from trying to log in from 
unauthorized locations and devices.  It is 
recommended you consider investing in a Security 
Information Event Manager (SIEM).  

Make sure you are communicating with your 
remote users to understand their workflow.  With 
the right technology in place, it’s possible to get 
daily or weekly summary reports from remote 
workers.

Know Your Users
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Continually educate your employees about remote working 
expectations.  Let them know what is expected of them as well 
as what they can expect from you.  Make sure they are aware of 
any and all new tools available to them when working remotely.

Whether it’s logging into a VPN or using a video conferencing 
tool, providing you work force with proper instruction and tools 
will ensure productivity and success while working remotely.

Ensure all your employees (in-office or at-home) are educated on 
additional cybersecurity threats related to remote work.  Hackers 
and cybercriminals prey on fear, and in the situation where 
employees are forced to work from home, there is bound to be 
social fear.
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Training Remote Workers



One of the challenges of having at home workers is 
that the chances of being the subject of cyber 
attacks can increase significantly. Without the 
benefit of your core network protections, users on 
the go could become victims without your 
knowledge, or even introduce unknown risks to your 
broader environment when they reconnect with 
your network. 

With COVID on the rise state-wide, banks must take 
control of their computer security and protect 
themselves. Cyber insurance provides your 
institution with the coverage you need to protect 
one of their most valuable assets – data.

Take time now to meet with an HM Risk FI Practice 
Group team member and review together your 
current Cyber policy to ensure peace of mind.
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