
Managing Cyber Risk 
Threats, Insurance & Risk Management Principles 

 

 



• Increasing frequency and severity of data related incidents 

• Hacking activity shift from “thrill seekers” to “organized 
criminals” 

• Increasing interconnectivity of information and systems 
(wireless networks, mobile devices, shared databases, 
other) 

• Increasing regulation and public awareness of data security 
considerations 
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Cyber Trends 



• Financial 

• Reputational 

• Regulatory/Legal 

o 47 States have notice requirements/State   
Attorneys General 

o HIPAA and HITECH Acts/Other Federal Acts in   
Future? 

Cyber Risk 
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Percentage of Breaches by Cause of Loss 

Hacker

Rouge Employee

Staff Mistake

Loss/Theft

Business Interruption

Other
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Causes of a Breach 



Network Security 

• SQL Injection; Malware; Trojan Horses 
 

Physical Loss or Theft 

• Lost or Stolen Laptop; Physical File Security 
 

Cyber Extortion 

• Gaining access to sensitive data and threatening to 
release 

 

Virus 

• Can be data breach, or just bring down network 
 

Denial of Service Attack 

• Targeted attack to slow network 
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Types of Data Security Threats 



 

Can Proper Risk Management  
Eliminate the Risk? 

 

Even With Proper Risk Management,  
a Breach Can Still Happen … 
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Social Media 

• “Spear Phishing” 

• Social Engineering 
 

Hactivism 

• BART 

• Wikileaks 
 

Mobile Devices 

• SPAM 

• New Payment Methods 
 

Cloud Computing 

Current Cyber Trends 
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• Coping with and recovering from the breach 

• Minimizing lawsuit potential and severity 

• Resolving the lawsuit 

Consequences of a Breach 
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• Computer forensics to determine point of entry (if a 
network breach) and fix it 

• Forensic team can also assist in assessing the universe of 
lost data – whose information was compromised 

• Legal team to help determine what type of information 
was compromised and whether notice is required to be 
sent to the individuals 

Coping With and Recovering from the Breach 
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• Notifying potentially affected individuals their personal 
data/information was compromised 

• Engaging public relations experts to minimize loss of 
customer confidence 

• Creating a call center to handle questions from affected 
persons 

• Provide credit monitoring to affected persons 

Minimizing Lawsuit Potential and Severity 
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Potential third party claims stemming from a breach of 
personal data include: 

• Failure to protect sensitive and/or personal information; 

• Failure to protect private health information; 

• Failure to notify in a timely manner; 

• Demanding credit monitoring (or extended credit 
monitoring, if offered) or ID theft insurance; 

• Cost to cancel or reissue payment cards or open new 
accounts; 

• Cost of fraudulent purchases; 

• Defending against governmental regulator claims 

Resolving the Resulting Lawsuits 
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• 47 States (plus Washington D.C., Puerto Rico and the US 
Virgin Islands) require notice to customers when there has 
been unauthorized access to unencrypted personally 
identifiable information 

• Many state laws require notification of state attorneys 
general, state consumer protection agencies and credit 
monitoring agencies 

• Some state data privacy laws allow for state fines (CA can 
fine up to $250,000 per violation) 

• Some states allow a private right of action for violations 

Data Privacy Regulatory Environment 
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• Many state laws require business to develop procedures to 
minimize the risk of data breach or mitigate the impact if a 
breach occurs 

• Several state laws (such as the one in Massachusetts) 
require specific measures be taken, including implementing 
passwords, firewalls, encryption, limited data on laptops, 
etc. 

• Other states (such as Nevada) require business doing 
business in that state to comply with Payment Card 
Industry Data Security Standards (PCI DSS) 

Data Privacy Regulatory Environment (Continued) 
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Develop, design and implement a comprehensive Cyber 
Insurance program which meets your exposure to risk and 
assists your firm in responding to and dealing with a data 
breach or loss of Personally Identifiable Information in yours 
or your Information Holder’s care, custody and control. 

The Answer 
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1. Network and Information Security Liability 

• Unauthorized access to identity information 

• Transmission of a computer virus 

• Blocked access for authorized users 

• Failure to provide notice of a security breach, where 
required by law 

2. Communications and Media Liability 

3. Regulatory Defense Expense 

Third Party Coverages 
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1. Crisis Management Expenses 

2. Security Breach Remediation and Notification Expenses 

• Approved Service Provider 

• Reimbursement 

• Notice 

• Computer Forensics 

• Credit Monitoring 

• ID Fraud Expense Reimbursement 

3. Computer Program and Electronic Data Restoration 
Expenses 

 

First Party Coverages 
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4. Computer Fraud 

5. Funds Transfer Fraud 

6. E-Commerce Extortion 

7. Business Interruption 

First Party Coverages (Continued) 



First Party 

Loss of Private Data 

Notification Cost 

Publicity Cost 

Crisis Management Expense 

 

Business Continuity Expense 

Extra Expense to continue 
operations 

Business Income Loss 

Cyber Extortion 

Ransom Payment 

Other Payment 

Third Party 

Client Suits – Privacy 

Suits from clients alleging 
negligence in protecting 
information and other causes 
of action 

Client Suits – Denial of Service 

Suits from clients alleging 
negligence in protecting the 
network against denial of 
service 
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The “Perfect Storm” 



Insuring Agreement Claim Scenario Coverage Response 

Network and Information Security 
Liability 

A hacker successfully obtains 
sensitive personal information 
from the insured’s computer 
system. As a result, a number of 
customers bring a claim against the 
insured for allowing access to their 
personal information 

Damages and defense costs for 
covered lawsuits 

Communications and Media 
Liability 

A lawsuit is brought against the 
insured by competitor alleging that 
their online marketing content and 
product branding have been 
plagiarized and their trademarks 
infringed upon 

Damages and defense costs for 
covered lawsuits 

Regulatory Defense Expenses An insured with offices nationwide 
suffers a major data breach 
involving thousands of customers. 
As a result, Attorneys General in 
multiple states bring a regulatory 
action against the insured 

Cost for responding to regulatory 
claims stemming from the data 
breach 
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Resolving the Lawsuit –  
Third Party Coverage 



Insuring Agreement Claim Scenario Coverage Response 

Security Breach Remediation and 
Notification Expense 

A skilled cyber criminal hacks into 
the insured’s internet processing 
system. Names, addresses and 
credit card information for over 
50,000 of the insured’s customers 
are captured out of the system. 

Cost for hiring a Breach Response 
firm to find and fix the breach, 
assist with notice requirements 
and expenses, provide credit 
monitoring and a call center for 
impacted individuals, and obtain 
an ID Fraud policy for affected 
victims. 

Computer Program and Electronic 
Data Restoration Expenses 

A computer virus totally destroys 
the insured’s operating system 
software and data. 

Cost of repair and restoration of 
insured’s computer programs and 
electronic data. 

Computer Fraud An organized crime ring gains 
unauthorized access to the 
insured’s accounts payable in their 
computer system, and alters the 
bank routing information on 
outgoing payments. The result - 
$1,000,000 transferred to the 
crime ring’s account. 

Direct loss of the insured’s money, 
securities or other property. 
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Coping With the Breach/Restoration –  
First Party Coverage 



Insuring Agreement Claim Scenario Coverage Response 

Funds Transfer Fraud The insured receives an email that 
appeared to be from its bank but 
was not.  The insured’s employee 
opened the email, which activated 
a computer virus called a Trojan 
Horse that read key strokes from 
their computer. The perpetrator 
used this means to obtain banking 
and password information and 
initiated a fraudulent electronic 
wire transfer from the insured’s 
bank account. 

The insured’s funds that were 
fraudulently transferred from its 
bank account. 

E-Commerce Extortion The Insured receives a series of 
notes which threaten to hack into 
its customers database and 
disclose all of the personal 
information to the general public. 

Money or Securities paid to the 
Extortioner 
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Coping With the Breach/Restoration –   
First Party Coverage (Continued) 



Insuring Agreement Claims Scenario Coverage Response 

Business Interruption and 
Additional Expense 

A company’s server is infected by a 
severe virus, and as a result the 
insured’s sales website is not 
available to customers for an 
extended period. 

The net profit that would have 
been earned (or net losses that 
would have been avoided) 
resulting from the computer 
system disruption. 
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Coping With the Breach/Restoration –   
First Party Coverage (Continued) 



Insuring Agreement Claim Scenario Coverage Response 

Crisis Management Event Expense The insured’s Chief Customer 
Service Officer has is laptop stolen. 
The laptop contains over 100,000 
customer records, including name 
and social security numbers. 

Cost for hiring a Public Relations 
firm to restore customer 
confidence or mitigate negative 
publicity generated from the 
incident. 
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Minimizing Lawsuit Potential/Severity –   
First Party Coverage 
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Confidential Information means: 

• Personal Identifiable Information (“PII”) 

• Nonpublic Personal Information as defined by Gramm-
Leach-Bliley 

• Protected Heath Information or Electronic Health 
Information as defined by HIPPA 

• Information used for authenticating customers 

• Corporate Confidential Information – trade secrets, data, 
designs, methods, records, formulas and other 
information not available to the general public 

 

Data Covered by Cyber Liability Insurance 



Discover or Suspected Breach 

Internal IT 
Investigation/Assemble Response 

Team 

Notification to Cyber Insurer 

Insurer will assist the Insured 
select a lawyer with expertise on 
applicable laws and regulations 
and, if needed, a forensic expert 
able to investigate and report on 

scope of the breach.  

An Action Plan is drawn up. 

The Insured. With advice from 
legal counsel and continuing 

guidance from insurer decides 
whether and to what extent 

notification is required. 

Q&A scripts for all call center 
employees are prepared. Crisis 

Management and Public Relations 
plan put into place. 

The Insured receive reports on 
the progress of the mailing and 
credit monitoring enrolment for 

the continuous monitoring of the 
event. 
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Breach Response Process 



Breach Cost By Activity 

Activity Percent Dollar Amount 

Investigation & Forensics 8% $16 

Audit & Consulting Services 12% $24 

Outbound Contact 6% $12 

Inbound Contact 5% $10 

Public Relations/Communications 1% $2 

Legal Services - Defense 14% $29 

Legal Services - Compliance 2% $4 

Free or Discounted Services 1% $2 

Identity Protection Services 2% $4 

Lost Customer Business 40% $82 

Customer Acquisition Cost 9% $18 

100% $204 
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Issues to Consider 

• There is no Standard Policy offered in the Insurance 
Industry 

• Shared or Separate First Party and Third Party Limits of 
Liability 

• Review (Beware of) Sub-Limits 

• Notification – Number of Records or Limit of Liability 

• Business Interruption – What “Triggers” Coverage 

• Legal Liability versus Contractual Liability 

• Regulatory – Defense only or Defense, Civil Fines and 
Penalties 

• Breach Vendor – Who’s Who and Who’s Choice 

Designing Cyber Liability Insurance 
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1. What type of information do you handle? 

• Your Own Company (Including Employees) 

• Your Clients (Private – Personal or Commercial) 

2. Number of records stored (unique PII)? 

3. How is Personally Identifiable Information stored within 
the network? 

4. Are any of the following encrypted: Database System; 
Business Applications; Servers; Desktops; Laptops; Mobile 
Devices? 

5. Are Intrusion Detection Systems employed? 

6. Are Network Security Assessments/Penetration Tests 
conducted? If so, how often and what are the results? 

Cyber Risk Assessment 
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7. Credit Card transactions? Are you PCI compliant? Review 
Merchant Service Agreement for Contractual Liability 
assumed. 

8. Discuss IT Vendors and Independent Contractors … are 
they required to show proof of Network Security/E&O 
Insurance? 

9. Could revenue be affected by a Network Outage? 

10. Do you have a Business Continuity Plan and/or Disaster 
Recovery Plan in place? 

11. How often is the BCP reviewed and updated? 

12. Are Anti-Virus, Anti-Spam Systems employed and 
continually updated? 

Cyber Risk Assessment 


