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What is Social Engineering Fraud?

• Social engineering fraud (SEF) occurs when a third party deceptively 
gains the trust of an employee in order to mislead him/her into sending 
money, or securities, based on a fraudulent instruction. The fraudulent 
instruction is usually provided in an email, fax, letter, or even a phone 
call. 
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Types of Social Engineering

• Pretexting
– Involves an attacker using a believable reason to impersonate a person in 

authority, a fellow employee, an IT representative, or vendor in order to gather 
confidential information.

• Baiting
– The promise of an item or good that hackers use to entice victims. Baiters may 

offer users free music or movie downloads, if they surrender their login 
credentials to a certain site.

• Quid Pro Quo
– Quid pro quo attacks promise a benefit in exchange for information. This 

benefit usually assumes the form of a service.

• Tailgating
– Piggybacking, or following someone else, using their credentials to gain access 

to a restricted area.
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Types of Social Engineering Cont.

• Ransomware
– Focuses on you and your data, but it makes no secret that it’s there. As soon as 

it’s on your system, ransomware announces itself to you. Ransomware works by 
taking control of your system and holding your information hostage until you 
pay the ransom to your attackers to get your data back.

• Dumpster Diving
– The act of going through the trash or recycling bin by an unauthorized individual 

to gain information. They are on the lookout for improperly discarded papers, 
data, or devices.

• Phishing
– Phone call or email from someone claiming to be in a position of authority who 

asks for confidential information, such as a password. Also includes emails that 
contain malware.



5

How is Social Engineering Fraud Coverage 
Provided?
• Typically provided by an endorsement to the Crime coverage grant that 

covers loss resulting from an organization having transferred, paid or 
delivered any money or securities as the direct result of social 
engineering fraud committed by a person purporting to be a vendor, 
client, or an employee who was authorized by the organization to 
instruct other employees to transfer money or securities.

• Also called:
– Payment Instruction Fraud Endorsement
– Deception Fraud Endorsement
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Why Do People Need Social Engineering 
Fraud Coverage?
• Vendor background screenings, fraud detection systems, segregating 

financial duties, and educating employees may still leave your company 
vulnerable to social engineering fraud

• Employees may unknowingly be the victim of social engineering
• Businesses of all sizes are affected by targeted attacks

– 35% of large businesses
– 22% of medium businesses
– 43% of small businesses

• Majority of companies have been targeted at least once within the 
past year:

– 1 in 2 small businesses
– 5 in 6 large businesses
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Things to Look For When Purchasing:

• Does it cover:
– Vendor or supplier impersonation
– Executive impersonation
– Client impersonation

• Does it have:
– Broad all-risk language wherein loss does not have to occur through the use of 

computer, email, or phone
– Minimal restrictions wherein it doesn’t require vendor or supplier to carry crime 

or fidelity insurance to trigger coverage
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Social Engineering Fraud Is Not Typically 
Covered By:
• Fidelity Bond Insurance
• Commercial Crime Insurance
• Cyber Liability Insurance
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Fidelity/ Crime Coverage vs. Social 
Engineering Fraud Coverage:
• Computer fraud and funds transfer fraud coverage are NOT the same 

as SEF coverage:
– Computer Fraud: Usually, SEF doesn’t involve compromising network security; 

instead, criminals “hack” human vulnerabilities to gain access. Therefore, there 
was no “computer violation.”

– Funds Transfer Fraud: In most cases, the insured willingly and knowingly 
authorized the transfer of funds to the intended account. The systems in place 
worked as planned, but it was human failure that resulted in the loss. This is not 
covered under “funds transferred fraud.” 

• Voluntary parting exclusion: This excludes coverage for losses that 
stem from anyone acting on the insured’s authority being induced by 
any dishonest act to voluntarily part with title to, or possession of any 
property
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Social Engineering 
Fraud Scenarios
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Vendor Email Hacked

The controller for a distributor of component parts was responsible for 
making regular payments to overseas vendors from which the distributor 
purchased products for resale in the United States. After many months of 
working with one particular vendor and receiving regular shipments, the 
controller received an email that appeared to come from his vendor 
contact, indicating that the vendor’s bank was having issues with 
accepting payments, and asking if the next payment could be made to a 
new bank. Due to the vendor’s overseas location, verification was a 
challenge. After the supposed vendor applied some pressure, the 
controller paid the invoice via wire transfer.

The real vendor realized that its customer’s payment was overdue, and 
the following month an investigation determined that the vendor’s email 
had been hacked and the distributor lost almost $250,000
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Fake CEO Scam

The regional CFO of a subsidiary of a large, publically traded company 
received an email purporting to be from the assistant to the CEO in the 
United States. The email requested that the CFO transfer a large sum of 
money immediately to facilitate covering a tax payment in China. When 
the CFO questioned the request, a follow-up phone call was made to the 
CFO, assuring him that the proper authority was granted and that it had 
come “from the highest levels” within the organization. With intimate 
knowledge of company policies, and an official looking letter on company 
letterhead “authorizing” the transfer, the CFO transferred the money by 
wire. The scam was detected after another attempt at transferring funds 
was stopped by the subsidiary’s bank. 

After recovering only a portion of the original wire transfer, the subsidiary 
suffered a  $1 million loss. 
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Illegitimate Client

A business manager handling bill payment and bookkeeping services for a 
client received an email, purportedly from a client, inquiring about her 
balance and availability of funds for a wire transfer. The email included 
details regarding the scope of services that were provided, as well as 
information about other transactions that had recently been performed. 
The wire, for $100,000, was to go to an offshore account, purportedly for 
the purchase of a new piece of real estate. After the purported client won 
the business manager’s trust, the business manager authorized wiring the 
funds to the fraudster’s account.

After noticing some activity in the client’s spam account, the client grew 
suspicious and contacted its bank, requesting that the wire be stopped. 
Unfortunately, the wire had been sent and all $100,000 was lost. 


